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INTRODUCTION

In today's era of rapid digital transformation, Artificial Intelligence (AI) has emerged as a multi-functional
cornerstone of the global economy. From high-frequency trading to personalized banking, Al's ability to process
massive data sets in real time has redefined financial efficiency (Ali et al., 2025). However, this technological leap
is a 'double-edged sword' (FATF, 2021). While offering unprecedented capabilities for economic growth, Al
simultaneously provides sophisticated tools for criminal networks to obscure the origins of illicit funds with a speed
and complexity that traditional oversight mechanisms struggle to match (Boukherouaa et al., 2021; Trozze et al.,
2022). The global financial system is vulnerable to money laundering using Al technologies, such as automated
smurfing, deepfake identity theft, and the use of generative Al to circumvent KYC protocols (Benavides et al.,
2026). This poses a threat to the integrity of international financial markets. Criminals exploit the "black box" nature
of AI, making it difficult for law enforcement to detect money laundering (Philipponnat, 2025). The international
community now faces a dilemma about how to encourage technological innovation without giving opportunities to
organized crime.

On May 31, 2024, the European Union approved a new anti-money laundering directive, 1640 (European
Parliament and Council of the European Union, 2024a), and two other regulations, 1620 (European Parliament and
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Council of the European Union, 2024b), which establishes the European Anti-Money Laundering Authority, and
1624 (European Parliament and Council of the European Union, 2024c), which provides directly applicable rules on
preventing money laundering by the financial system. The European Union also adopted Regulation 1689 on
artificial intelligence (AI) on June 13, 2024 (European Parliament and Council of the European Union, 2024d). The
three regulations European Union 1620/2024, 1624/2024 and 1689/2024, and the Directive 1640/2024 represent
a huge challenge for the application of international criminal law due to the emergence of Al, with a dizzying and
frightening development, , to which an infallible halo is given that does not correspond to reality, with an ambivalent
effect, which makes life easier but creates new risks that must be addressed within the security-freedom framework,
because although Al tools can revolutionize the fight against money laundering, it is necessary to maintain a balance
between effectiveness and safeguarding fundamental rights.

Thus, article 76.5 of Regulation 1624/2024 of 31 May on the prevention of money laundering allows
decisions involving Al systems, but article 75 g) only allows the sharing of information generated by Al if it has
been subject to appropriate human supervision, in accordance with the Union's demands for "human-centered and
trustworthy" AI (whereas 1 of Regulation 1689/2024 of 13 June on AI). Furthermore, despite the current existence
of European anti-money laundering regulations, and the survival of the Union depends on their success, the crime
of money laundering is not punished equally in the criminal codes of each European country, and the Community
does not have European criminal law to protect its own interests. Although the Union increasingly directly applies
rules, such as Regulation 1624/2024, which complains of fragmented approaches and inconsistent application
(whereas 2).

Finally, the fight against money laundering requires, according to Regulation 1624/2024, "rapid and
continuous adaptations of the legal framework" in the face of the constant evolution of technology and the means
available to criminals (whereas 83) and requires preserving "social and financial inclusion" (whereas 78). In this
sense, the Regulation highlights the positive aspects of new products but also warns that "it is important to be
vigilant regarding the risks associated with the supply of innovative products or services" (whereas 7), which will
be addressed in this paper.

Despite these strong regulations, the EU's financial stability depends on their successful implementation.
A major obstacle remains: money laundering crimes are not punished equally across the criminal laws of individual
European member states. The Community currently lacks a unified European criminal law to protect its own
interests, leading to what Regulation 1624/2024 describes as a fragmented approach and inconsistent application.

Furthermore, combating money laundering requires rapid and continuous adaptation of the legal
framework to counter the evolution of criminal methods while maintaining social and financial inclusion. Although
the Regulation acknowledges the positive potential of innovative products, it warns of the need to remain vigilant
about the risks of these services. This paper will examine these tensions, focusing on legal gaps and challenges in
aligning Al governance with international criminal law standards. It contributes to the theoretical development of
international and European criminal law in the digital age by integrating the discourse on Al governance with anti-
money laundering criminal policy. This paper provides a critical normative assessment of the 2024 EU regulatory
framework and offers recommendations for balancing technological innovation with the protection of fundamental
rights in a coherent and harmonious criminal justice system

LITERATURE REVIEW
The Paradox of Digitalization and the Ambivalence of Artificial Intelligence

Digitalization in the financial sector has created a new scenario that is ambivalent in nature. On the one
hand, this technology improves interaction and efficiency, but on the other hand, it creates new barriers and
distances within the legal system (Pérez, 2024; Abel, 2024). Al is often viewed as a universal solution (panacea),
but literature shows that this technology is fallible (can be wrong) due to programming flaws and lack of algorithm
control (Caro-Coria, 2022; Miranda, 2022b). The use of Al in law is often shrouded in an “infallibility halo” that does
not correspond to reality, given that its statistics and methodologies are easily manipulated and prone to systemic
bias.

The Conflict Between Security and Freedom in Law Enforcement

The integration of AI in combating money laundering must be managed within the framework of the
conflict between security and freedom (Mufoa, 2023). Although Al has the potential to revolutionize investigative
efficiency, experts emphasize the importance of maintaining a balance between operational effectiveness and the
protection of fundamental rights (Mordn, 2024). The secrecy of algorithms has been criticized for its lack of
transparency and reproducibility, even compared to “ancient alchemy” where the results of decisions appear without
any known logical process (Demetrio, 2022).
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New Technology, Anonymity, and Criminal Risk

The emergence of blockchain technology and cryptoassets poses a major challenge for law enforcement
due to its anonymity features (Miranda & Aires, 2022). The use of mixing services (mixers/tumblers) has become
a key tool for criminals to launder Bitcoin and other digital assets (Miranda, 2024b). Recent regulations (such as
EU Regulation 2023/1113 and MiCA) specifically highlight the high risk of this anonymity-enabling technology as a
serious threat to financial integrity (Miranda & Aires, 2022).

Collaborative Compliance Model

Modern compliance theory no longer views Al as the absolute determinant of a person's guilt or innocence,
but rather as a collaborative model between humans and machines (Miranda, 2022b). AI in compliance programs
must provide added value through proactive and preventive roles, rather than merely reacting to risks that have
already occurred (Caro-Coria, 2022). However, this development should not lead to the creation of a “surveillance
society” that violates privacy rights (Navarro, 2022).

The Challenge of Harmonizing International and European Criminal Law

In the field of international criminal law, there is no autonomous doctrinal body with sufficiently strong
general principles. Currently, what is happening is the Europeanization of national criminal law (Gonzalez, 2025).
This harmonization is often imperfect due to The absence of a European Criminal Code: The Community does not
have a uniform European Criminal Code, so penalties for money laundering vary from country to country (Ferré,
2021); Proportionality Issues: Some directives (such as 2018/843) have been criticized for violating the principle of
proportionality through invasive processing of personal information on small-value transactions (Lorenzo, 2025);
Democratic deficit: The structure of the community's legislative process still needs improvement to address the
demaocratic deficit and ensure strict legality principles (Fernandez, 2021).

Ethics and Constitutional Rights in Algorithms

The use of private algorithms by large technology companies poses challenges to the principles of
presumption of innocence and equality of arms due to their opaque nature. The delegation of judicial power to
machines is even viewed by some experts as a threat to human dignity and the potential extinction of human values
in the judicial system (Miranda, 2022b).

METHODS

This study uses a normative legal research method with a qualitative approach that focuses on the analysis
of legal texts and doctrines. The first approach is the statutory approach, which critically examines the
synchronization between the 2024 European Union Anti-Money Laundering regulatory package (Regulations
1620/2024, 1624/2024, and Directive 1640/2024) with the AI Act (Regulation 1689/2024). This analysis aims to
identify legal gaps and contradictions between the mandate of technological efficiency and the protection of
fundamental rights. A conceptual approach is also used to analyze key doctrines such as the Europeanization of
criminal law, the principle of legality, proportionality, and the security-freedom conflict. This study is based on
secondary data, including European Union legal documents and relevant academic literature.

This study applies a conceptual approach by referring to literature and the opinions of leading international
legal experts to analyze principles such as “Europeanization of criminal law” and “the principle of proportionality”
in the context of digitalization. Through the technique of legal synchronization analysis, this study compares the
application of criminal standards at the member state (national) level with the European Union's harmonization
ambitions to evaluate the effectiveness of international criminal law enforcement against Al-based crimes. The data
used is secondary data consisting of official European Union legal documents, court decisions, and relevant
academic literature as listed in the reference list.

RESULT AND DISCUSSION
The ambivalent effect of AI

Digitalization has created a new landscape marked by inherent ambivalence (Pérez, 2024). On the one
hand, digitalization has produced new forms of separation and structural barriers; on the other hand, digitalization
has enabled various forms of interaction that were previously unimaginable. While digital technology significantly
improves efficiency and convenience, it simultaneously introduces new risks that must be managed within the
broader framework of the security-freedom tension (Abel, 2024). In the context of combating money laundering,
artificial intelligence offers transformative potential; however, its implementation requires a careful balance
between operational effectiveness and the protection of fundamental rights (Pavlidis, 2023).

According to Regulation 1624/2024, the fight against money laundering requires "rapid and continuous
adaptations of the legal framework" in the face of the constant evolution of technology and the means available to
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criminals and requires preserving "social and financial inclusion". In this sense, the Regulation highlights the positive
aspects of new products but also warns that "it is important to be vigilant regarding the risks associated with the
supply of innovative products or services".

Risks of Al

Artificial intelligence should not be understood as a universal “panacea” capable of solving all structural
problems (Miranda, 2022c). On the contrary, artificial intelligence still has inherent weaknesses (Caro-Coria, 2022),
mainly due to programming errors and the limitations of human supervision of algorithmic processes. Nevertheless,
Al is often surrounded by an aura of unwarranted infallibility, because its output depends on statistical models and
methodological frameworks that are susceptible to manipulation. In addition, Al systems require constant human
intervention and recalibration, and their decision-making patterns can reproduce or even reinforce existing social
biases and structures of oppression (Jaume, 2023). Concerns have also been raised about its limited reliability, lack
of transparency, and lack of reproducibility (Demetrio, 2022). For these reasons, the opacity of algorithmic systems
is metaphorically compared to ancient alchemy, as its conclusions are sometimes difficult to investigate or
reconstruct logically (Martinez, 2022). In addition, the environmental and energy catastrophe caused by artificial
intelligence was denounced, since, as an example, a conversation with ChatGPT consumes half a liter of water and
tens of millions are made daily (European Parliament and Council of the European Union, 2023; Jaume, 2023; Wu
and Tran, 2018).

Certainly the absence of credit risk, as there is normally a prepayment, discourages service providers from
obtaining complete and accurate information about clients or the nature of commercial relationships (FATF, 2010),
providers who usually use “weak technology” (Gémez, 2021); the quality of the data that generates false positives
and negatives (Miranda, 2023) and the “voracity” of the markets to access “all types of data for the most varied
uses” and its obtaining outside the interested parties contrary to the Right to Privacy has been denounced (Moron,
2024), with the problems of liability for damages caused by Al in models designed for people, physical or legal
(Miranda & Aires, 2022) and the dangers of both algorithms ending judicial discretion (Miranda, 2020) and
transforming prisons into institutions of control rather than socialization; and the delegation of judicial power to
machines has even been described as a sacrifice or extinction of humanity and genocide (Nunes, 2021).

In addition, security gaps have been detected in artificial intelligence and blockchain tools have been
associated with the use of cryptocurrencies for money laundering (Domingos, 2024), there are tumblers or multi-
address mixers that guarantee anonymity (Gémez, 2021), in fact mixer services processed the majority of bitcoins
laundered (Joffre-Calasich, 2022), Regulation (EU) 2023/1113, of May 31, on information on transfers with funds
and cryptoassets, warns of the high risk regarding money laundering of technologies designed for anonymity, citing
“cryptoasset mixers” and the Regulation (EU) 2023/1114, also of May 31, or MiCA Regulation, on cryptoasset
markets, also added a section 6 to article 18 of Directive 2015/849 that obliges the European Banking Authority to
pay special attention, by favoring anonymity, to mixing services.

In short, to condemn the dangers that artificial intelligence and new technologies represent with respect
to money laundering, it has been said that the name of the search engine chosen on the Internet allows us to open
"the gates of Dante Alighieri's hell", so before clicking the button should remember what was written on the lintel
of the door to hell: “lasciate ogni speranza, voy che entrate” (Dante, 1870; Salazar, 2024).

Advantages of AI

However, artificial intelligence and the development of technologies, including the Internet, have implied
unquestionable advantages (Mata-Barranco, 2020), cryptographic security, the traceability of the blockchain, the
development of user profiles (Gomez, 2021), patterns of money laundering and suspicion (Miranda, 2023), the
obtaining of evidence by the prosecution through Transaction tracking through blockchain and artificial intelligence
even facilitates, through online resources, identity verification or other duties of diligence for the prevention of
money laundering (The Money Laundering Officer’s Practical Handbook, 2011), such as in Fintech companies
through big data systems and computer applications or Regtech, technologies that facilitate compliance with
regulatory requirements. The Chainanalysis Reactor investigation software is used judicially as expert evidence by
identifying transaction users and analyzing movement flows, searching for bitcoin addresses to detect tax crimes
(Joffre-Calasich, 2022), with which the encrypted protocols "serve investigation and repression organizations to
track illicit operations and identify those responsible" (Ferré, 2024), and Regulation 2023/1113, of May 31, on
information on fund transfers and crypto assets, refers to the "use of analytical tools based on distributed registry
technology, to detect the origin or destination of cryptoassets" and with a vision of the future obliges the
Commission to present, until June 30, 2027, a report on technological solutions for compliance with the obligations
imposed on cryptoasset service providers with the latest advances and the use of distributed ledger analytical tools
to identify transfers as well as trends in the use of self-hosted addresses to make transfers without third-party
intervention and their risks for money laundering.
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AI and compliance

It is not about artificial intelligence based on big data deciding innocence or guilt, since justice is not
programmable and requires human intervention, but about a collaborative model between people and machines
that process a large amount of information to make predictions (Miranda, 2022a), with the ability to filter and
analyze almost unlimited data (Caro-Coria, 2022). Nor is it just that compliance programs exempt or mitigate the
criminal liability of legal entities and that they have an evidentiary function, but that artificial intelligence and new
technologies incorporated into compliance programs must provide added value to management business and play
a more proactive or preventive role, warning of risks, than reactive, reacting against dangers that have already
materialized, but without reaching a "surveillance society" (Miranda, 2024a; Navarro, 2022).

Ethical considerations

On the other hand, artificial intelligence is in the hands of large technology companies more powerful than
many states, which by using “secret and industrial property” can end up violating “the most basic constitutional
principles and rights, such as non-discrimination or freedom of information” and the proof by private algorithms
challenges the presumption of innocence and the contradiction or equality of arms, due to its opacity (Caro-Coria,
2022; Miranda, 2022c). The replacement of the judge by the Al also violates the constitutional principle of human
dignity (Greco, 2020). Obviously, “innovation and development are permanent sources of tension for the Law”,
forcing it to “redefine categories or even generate new ones” (Navarro, 2022). Therefore, the risks of artificial
intelligence must be offset by “reliable” Al regulation that protects, among many other things, from algorithmic
bias (Caro-Coria, 2022; Pérez, 2024).

In this sense, the Presidency of the Council and the negotiators of the European Parliament reached an
agreement in December 2023 on the Atrtificial Intelligence Regulation to ensure that its use in Europe is safe and
respects both fundamental rights and the values of the Union (Consejo-Europeo, 2023). After two marathon
sessions, of 22 and 14 hours, a framework was agreed upon so that technological innovation is guided by ethical
and legal principles, with a risk-based approach that requires stricter standards for cases of greater danger,
evaluations of impact on fundamental rights prior to the implementation of high-risk artificial intelligence systems
and prohibitions on uses of artificial intelligence that entail unacceptable risks, such as cognitive behavioral
manipulation, indiscriminate tracking of facial images and some cases of police surveillance predictive, although
exceptionally police emergency procedures are allowed to use artificial intelligence tools without assessment or
remote biometric identification in certain crimes and real threats, such as terrorism or more serious crimes (Consejo-
Europeo, 2023). The Regulation also affects generative artificial intelligence models, such as ChatGPT, with rules
to guarantee transparency and risk management, as well as copyright, which has already generated lawsuits against
the companies that created ChatGPT and other popular platforms artificial intelligence (Grynbaum and Mac, 2023).

Thus, Regulation 1624/2024 on the prevention of money laundering allows decisions involving Al systems,
but only allows the sharing of information generated by Al if it has been subject to appropriate human supervision
(European Parliament and Council of the European Union, 2024c), in accordance with the Union's demands for
"human-centered and trustworthy" (European Parliament and Council of the European Union, 2024d).

Application of international criminal law

The future in the application of international criminal law is uncertain. In this area, there is not “an
autonomous doctrinal body sufficiently endowed with general principles” (Gonzalez, 2025), and initiatives arose for
the construction of a European criminal law in a broad sense that have not yet become positive law (Lorenzo,
2021), such as the Corpus Iuris, a doctrinal text commissioned by the European Parliament and the Commission
from a group of experts led by Professors Tiedemann and Delmas-Marty (Ferré, 2021), or the so-called eurocrimes.
Therefore, there is no "something similar to a European Criminal Code" (Foffani, 2021), although there are criminal
harmonization directives with minimum standards on the definition of crimes and sanctions as well as intense
judicial cooperation (Foffani, 2021). It is a "Europeanization of national criminal law", and not an “authentic” or
"properly European criminal law", a Europeanized national law in which the importance of harmonization through
directives without direct effectiveness but which must be transposed in each country is indisputable (Fernandez,
2021; Gonzalez, 2025; Lorenzo, 2021). Despite this "clear legal basis", since the Lisbon Treaty of 2008, the political
basis for the construction of a European criminal law is uncertain, at a time when several countries and political
parties question the idea of Europe (Foffani, 2021), and also there are “strong resistances” and legal difficulties "to
unify criteria at the international level", such as in matters of criminal liability of legal entities (Abel, 2021; Ferré,
2021; Gonzalez, 2025).

However, money laundering, due to globalization (Abel, 2002), has been "the center of gravity of an
intense network of initiatives" in the international area, and continues to be among "the great challenges of criminal
policy" in the world (Foffani, 2021). The fight against money laundering has generated a necessary
internationalization of criminal law due to the common objectives that exceed the sovereignty of each country and
the facilities that "legislative and judicial uniformity" represents, although this globalization has also been highly
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criticized by those who "They oppose a world government of the economy and defend the reaffirmation of the
identity of the peoples" (Fernandez, 2021).

Money laundering belongs to the "hard core" of eurocrimes and constitutes, from the beginning and in the
last 35 years, "a paradigmatic example of a European criminal policy that aspires to become authentic European
criminal law" (Foffani, 2021), that is why, it has been rightly described as "the type of crime most intensely
determined by the community harmonization process" (Fernandez, 2021), since seven directives and four
regulations in less than three and a half decades on the same crime establish a record that is difficult to surpass,
although, surprisingly, the Union was slow to adopt one real criminal harmonization, since the first five directives
refer to administrative prevention measures, despite its great criminal political impact that motivated the
criminalizing wave of money laundering throughout Europe, and only Directive 2018/1673 is a true instrument of
penal harmonization (Abel, 2025; Foffani, 2021).

If progress is to be made in the construction of European criminal law, it is essential to delimit precisely
criminal law from administrative sanctioning law (Gonzélez, 2025), and respect the principle of legality, both in its
democratic aspect, according to which the "structure of the Community legislative process must be perfected
(Lorenzo, 2021) to overcome the traditional democratic deficit (Abel, 2002), and in its basic foundations of liberal
criminal law, through directives without overlapping actions that “duly delimit the criminal sphere, without
indeterminacy zones or elastic clauses, avoiding, in short, ambiguities and trying to achieve an obligatory degree
of concretion” (Lorenzo, 2021; Vidales-Rodriguez, 2025). Only in this way could the task of national legislators be
facilitated and harmonization be reconciled with the validity of the principle of legality.

Also it is essential in the construction of European criminal law to respect the principle of proportionality,
punishing only suitable conduct that affects the vital interests for community coexistence, necessary or
indispensable to protect the legal interest and proportional stricto sensu or without limitations of rights superior to
those protected (Lorenzo, 2025).

Consequently, it should be criticized that Directive 2018/843, in addition to violating proportionality with
invasive processing of personal information in prepaid cards with operations of 50 euros (Gémez, 2020), has
forgotten both providers of virtual assets, crypto assets or tokens, which are not virtual currencies (Lorenzo, 2020),
such as "virtual to virtual" (Gémez, 2021), exchanges, and that Directive 2018/1673, on criminal aspects (Abel,
2020), leans towards "solutions subject to abundant doctrinal criticism" (Lorenzo, 2020), such as the violation of
the principle of proportionality punishing money laundering for many minor offenses (Vidales-Rodriguez, 2025),
and the aggravation of money laundering in response to various previous crimes (Abel, 2025), even though it uses
“optional transposition clauses” (Lorenzo, 2020), which can determine “that the internal regulations "allow
themselves to be guided" and develop a criminal policy that is highly debatable or directly misguided”.

Furthermore, despite the current existence of European anti-money laundering regulations, and the
survival of the Union depends on their success, the crime of money laundering is not punished equally in the
criminal codes of each European country, and the Community does not have European criminal law to protect its
own interests. Although the Union increasingly directly applies rules, such as Regulation 1624/2024, which
complains of fragmented approaches and inconsistent application.

CONCLUSION

The three regulations European Union 1620/2024, 1624/2024 and 1689/2024, and the Directive 1640/2024
represent a huge challenge for the application of international criminal law due to the emergence of AI, with a
dizzying and frightening development, , to which an infallible halo is given that does not correspond to reality, with
an ambivalent effect, which makes life easier but creates new risks that must be addressed within the security-
freedom framework, because although Al tools can revolutionize the fight against money laundering, it is hecessary
to maintain a balance between effectiveness and safeguarding fundamental rights through a "human-centered and
trustworthy" Al. Furthermore, despite the current existence of European anti-money laundering regulations, and
the survival of the Union depends on their success, the crime of money laundering is not punished equally in the
criminal codes of each European country, and the Community does not have European criminal law to protect its
own interests. Although the Union increasingly directly applies rules, such as Regulation 1624/2024, which
complains of fragmented approaches and inconsistent application (whereas 2). The future in the application of
international criminal law is uncertain and initiatives arose for the construction of a European criminal law in a broad
sense that have not yet become positive law. If progress is to be made in the construction of European criminal
law, it is essential to delimit precisely criminal law from administrative sanctioning law and respect the principle of
legality and proportionality.
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