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ABSTRACT

Objective: This research aims to develop a comprehensive framework
to identify and prevent money laundering in Decentralized Finance
(DefFi) by leveraging big data analytics, integrating advanced machine
learning algorithms, and network analysis techniques to address the
challenges of pseudonymity and decentralization inherent to this
ecosystem.,

Research Design & Methods: This research utilizes a mixed method
approach with machine learning analysis based on Elliptic Dataset and
qualitative policy study, applying graph models and classification
algorithms to detect illegal transactions with precision in the context of
imbalanced data.

Findings: The results show that the MLP and GCN models achieve high
accuracy (98% and 97.3%) and excellent recall (99.5% and 99.4%) on the
Elliptic Dataset, significantly outperforming traditional methods.
Exploratory data analysis and graph visualization confirmed that illegal
transactions form denser clusters and more complex paths, indicating
a layering pattern.

Implications and Recommendations: Theoretically, this research
extends the application of big data and graph theory to new financial
systems, providing a blueprint for future RegTech and FinTech research.
Practically, the framework offers tangible tools for regulators, law
enforcement, and DeFi platforms to enhance AML capabilities,
supporting the development of real-time monitoring tools and risk
assessment models.

Contribution and Value Added: The main contribution of this research
is the development of a robust and adaptive big data analytics-based
AML framework, which effectively addresses the unique challenges of
DeFi.

Keywords: Decentralized Finance, Anti-Money Laundering (AML),
Machine Learning, Deep Learning, Elliptic

JEL codes: €55, G18
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Decentralized Finance (DeFi) has emerged as a transformative force in the global financial
system, introducing a significant paradigm shift in the financial infrastructure (Sihombing et al.,
2025). DeFi offers an unlicensed, open-source, and borderless alternative to traditional banking and
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asset management. The sector's growth is rapid, with Total Value Locked (TVL) jumping from less
than $1 billion to more than $100 billion between 2020 and 2024, underscoring its global reach and
rapid adoption (John, 2025). This exponential growth is driven by open access, high yield potential
through liquidity mining and staking, and composability (the interoperable protocols that make up
the Lego money ecosystem). However, this same openness creates a double-edged sword,
introducing new risks, especially in financial crime.

The pseudonymous nature of blockchain transactions, coupled with the lack of identifiable
controls over many DeFi protocols, has attracted illicit financial activity and challenged global Anti-
Money Laundering (AML) frameworks (Komal, 2024). The United Nations estimates that each year,
2-5% of global GDP, or around $800 billion to $2 trillion, is laundered globally, highlighting the
enormous scale of the problem (Eifrem, 2019; Karim et al., 2024). Illegal actors are exploiting
vulnerabilities in smart contracts, DEXs, liquidity pools, and synthetic assets for fraud, money
laundering, and terrorist financing (Ven¢kauskas et al., 2025). Examples include brilliant contract
exploits (such as the 2021 Poly Network exploit where more than $600 million was stolen), flash
loan attacks that manipulate on-chain prices, the use of decentralized exchanges (DEXs) and mixers
to obscure transaction traces, as well as scams such as rug pulls and DAO governance manipulation
(Mo et al., 2023; Ren et al., 2025).

Traditional Anti-Money Laundering (AML) frameworks are not prepared to address
decentralized and pseudonymous systems as they were designed with Traditional Finance (TradFi)
in mind and are not easily transferable to the DeFi context, facing challenges such as borderless
transactions, anonymity, and difficulty establishing jurisdiction or identifying responsible parties
(Bakare et al., 2024). Regulators face regulatory blind spots due to jurisdictional ambiguity, the
absence of identifiable counterparties, and liability gaps in smart contract code, allowing bad actors
to quickly replicate systems and thwart AML protections (Szabo et al., 2024). Law enforcement
remains reactive and limited by jurisdictional boundaries and difficulties in identifying responsible
parties (Zetzsche et al., 2020). A significant research gap lies in developing AML frameworks that
are intrinsically aligned with DeFi's decentralized architecture, rather than just an adaptation of
TradFi methods, leading to the need for technological solutions such as on-chain analytics and
embedded regulation (Zetzsche et al., 2020).

Therefore, this research aims to develop a comprehensive framework to identify and
prevent money laundering in DeFi by leveraging big data analytics, integrating advanced machine
learning algorithms and network analysis techniques to address the challenges of pseudonymity
and decentralization (Udeh et al,, 2024). Big data technologies are critical to addressing financial
crime detection challenges, including data integration and quality, as well as real-time analytics,
enabling proactive identification of suspicious patterns and anomalies (Udeh et al.,, 2024). By
analyzing complex data patterns and deviations from normal behavior in real-time, the proposed
framework can enable early detection, reduce losses, and prevent further fraud (Venckauskas et al.,
2025).

The research is expected to provide significant benefits to regulators and law enforcement
by providing advanced technological tools to enforce the law and inform new regulatory
approaches, to financial institutions and DeFi platforms to mitigate risk and ensure compliance, and
to DeFi developers to drive integration of compliance tools and collaboration between innovators
and regulators. In doing so, this research contributes to the legitimacy and integrity of the nascent
DeFi ecosystem, ensuring its potential does not become a vector for criminal abuse. This report is
structured to provide a comprehensive research plan, starting with the basic context of DeFi and
AML challenges, delving into the existing literature, detailing the proposed methodological
approach, outlining the expected results, discussing the implications, and concluding with key
points and recommendations.
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LITERATURE REVIEW
Basic Concepts of Decentralized Finance (DeFi)

DeFi is a peer-to-peer financial system that uses blockchain and cryptocurrencies for direct
transactions without intermediaries such as banks, including applications such as lending
platforms, decentralized exchanges (DEXs), liquidity pools, and synthetic assets, which are built on
public blockchains such as Ethereum and often use self-executing smart contracts (Bakare et al.,
2024; Manda et al., 2024). Contrary to centralized Traditional Finance (TradFi), DeFi operates
permissionlessly, open-source, and borderlessly, eliminating central control and relying on
automated protocols (Harvey and Rabetti, 2024; Salami, 2021). These architectural differences make
traditional AML principles such as KYC difficult to implement, so AML solutions for DeFi must be
intrinsically designed for decentralized environments, potentially through embedded regulation
and on-chain analytics (Uzougbo et al., 2024).

Money Laundering in DeFi: Threat Vectors and Typologies

The pseudonymous nature of blockchain transactions and lack of identifiable controls over
DeFi protocols challenge global AML frameworks, making transaction tracking difficult and blocking
suspicious user accounts nearly impossible (Makarov and Schoar, 2022; Nadia, 2020). Illegal actors
exploit vulnerabilities in smart contracts, DEXs, liquidity pools, and synthetic assets for fraud,
money laundering, and terrorist financing (Ilijevski et al., 2023; Kirimhan, 2023). The main types
include smart contract exploitation (e.g., reentrancy bugs, flash loans to steal assets), flash loan
attacks that manipulate on-chain prices at millisecond speeds, money laundering through DEXs
without KYC and the use of mixers and chain hopping to obscure transaction trails, rug pulls where
fake projects disappear with investor funds, and DAO governance manipulation through token
accumulation for malicious proposals (Alhaidari et al., 2024; Lin et al., 2024; Sechting and Raschke,
2024; Trozze et al, 2023; Wu & Tech, 2025). AML detection in DeFi requires sophisticated
behavioural and network analysis to identify complex, multi-stage, and technology-specific
typologies (Phyu and Uttama, 2023).

Table 1. Summary of Money Laundering Typologies in DeFi and Their Characteristics

ngfszr?rfl;v[iinszﬁ Description Key Characteristics Detection Challenges
Smart Contract Exploiting code Code vulnerabilities, lack  Difficult to track due to
Exploitation vulnerabilities in smart of formal audits, and automation and speed,

contracts to steal or

complexity of composite

developer accountability

illegally transfer assets.  systems. issues.

Flash Loan Attack Large unsecured crypto Transaction speed Almost impossible to
asset loans, repaid in the (milliseconds), track accountability, and
same transaction block, automatic settlement, difficult to intervene in
are used for price no guarantees. real time.
manipulation or illegal
arbitrage.

Money Laundering The use of decentralized No KYC/AML, peer-to- Difficult to trace the

through DEXs and exchanges (DEX) peer, “chain-hopping,” origin of funds,

Mixers without KYC/AML and wallet address impossible to  block
mixing  services to anonymity. accounts centrally, and
convert illegal assets hidden transaction trails.
into privacy coins or
obscure the trail of
transactions  between
blockchains.
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Types of Money
Laundering in DeFi

Description

Key Characteristics

Detection Challenges

Rug Pulls and Exit Scams

DAO Manipulation and
Governance

Fake DeFi  projects
attract investor funds
and then disappear with
those assets.
Accumulation of
governance tokens to
drive harmful proposals
(e.g., diverting treasury
funds) in decentralized
autonomous
organizations (DAOs).

Anonymous developers,
promises of high returns,
and no clear legal entity.

Token-based voting, the
potential for
accumulating cheap
tokens, and the blurring

of the line between
criminality and legal
loopholes.

No entity is legally
responsible, making it
difficult to bring
perpetrators to justice.

Difficulty distinguishing
between criminal
activity and legitimate
use of  governance
loopholes.

The Role of Big Data Analytics in Financial Crime Detection

Big data analytics is essential for detecting financial crime, overcoming integration
challenges, ensuring quality, and real-time data analysis (Udeh et al., 2024). This involves collecting
and pre-processing data from various sources (transactions, user behaviour, threat intelligence) to
eliminate duplicates and standardize data, with anonymization for privacy. Machine learning
algorithms such as MLP, GCN, XG Boost, Random Forest, and ADA Boost are used to develop
predictive models that identify anomalies and suspicious patterns (Silva et al., 2023). Network
analysis, particularly with Graph Neural Networks (GNN) and Self-Attention GNN, is essential for
uncovering complex relationships within money laundering networks, enabling models to focus on
the most relevant nodes and edges (Yu, 2024). Strategies for handling unbalanced datasets (e.g.,
oversampling) are also crucial for optimizing precision and recall, ensuring the detection of rare but
high-impact illegal activities (Yu et al., 2025).

AML and Blockchain/DeFi Framework

The Financial Action Task Force (FATF) has emphasized the importance of robust KYC
procedures and transaction monitoring for DeFi, although enforcement remains reactive and
limited by jurisdiction (Case-Ruchala and Nance, 2024). Blockchain technology offers promising
AML solutions through simplified KYC verification, real-time transaction monitoring with on-chain
analysis (e.g., address clustering, “peel chain” detection), secure cross-institutional data sharing
using permissioned blockchains and advanced cryptographic techniques (ZKPs, Homomorphic
Encryption), and compliance automation through smart contracts (Ozcan, 2021). However,
challenges remain, including jurisdictional ambiguity, conflicts between blockchain immutability
and data privacy rights, scalability issues, high integration costs, and the risk of over-reliance on
technology without human oversight.

METHODS

This study uses a mixed methods approach to examine money laundering detection in
blockchain-based transactions and DeFi. The quantitative approach was conducted through big data
analysis and machine learning, utilizing the Elliptic Dataset as the primary source, which includes
the Elliptic Dataset (Bitcoin Blockchain) comprising 46,564 transactions (4,545 illegal, 42,019 legal);
divided temporally. This dataset is divided temporally to simulate real-world predictions and avoid
data leaks into the training set. On the qualitative side, the research analyzes policies and regulatory
frameworks, law enforcement trends, and case studies as complements to examine contextual
challenges. The research conducted by Khare and Srivastava (2023) is the main focus and secondary
reference for this study. Data was processed through cleaning, transformation, normalization, and
anonymization stages to maintain privacy. The analysis techniques include graph models (Graph
Neural Networks and Self-Attention GNN) as well as classification algorithms such as MLP, XGBoost,
Random Forest, and ADA Boost. The handling of unbalanced datasets was carried out using
oversampling and node embedding strategies to maximize precision and recall for illegal
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transactions. Model evaluation relied not only on accuracy, but also on precision, recall, and F1-
score, given the importance of identifying rare but high-impact money laundering cases. This
approach aims to build a practical predictive system that is sensitive to digital financial threats and
relevant in the context of modern law enforcement.

Big Data Analysis and Machine Learning Techniques

GCN is designed for graph-structured data and consists of several layers of graph
convolutions. GCN is very effective for analyzing transaction networks where relationships between
entities are paramount. The Self-Attention-GNN model improves detection by dynamically
adjusting feature aggregation, focusing on the most relevant nodes and edges in the transaction
network. This is very useful for identifying complex layering patterns.

Mixed method
Quantitative (big data analysis & ML), Qualitative
(regulatory analysis & case studies)

Data Processing
200,000 transactions. Cleaning, transformation,
normalization, and anonymization

* | )

Quantitative
Analytical Model - Graph-Based,
Analytical Model - Classification,
Imbalanced Data Strategy, Evaluation

I [
¥

Qualitative
Policy framework analysis, enforcement
trends, case studies

Output
Al-based detection system with high operational validity in the
context of crypto transactions and decentralized finance (DeFi)

Figure 1. Research Framework for Detecting Financial Crime

RESULT
Exploratory Data Analysis of DeFi Transactions

This study utilizes the Elliptic Dataset, which contains more than 200,000 Bitcoin
transactions, to map and analyze money laundering patterns using a directed acyclic graph (DAG)
approach. In this representation, each node represents a Bitcoin transaction, while edges indicate
the flow of funds between transactions. There are a total of 203,769 nodes and 234,355 edges in the
network. Transactions are classified into three main categories: legal (42,019 transactions or 21%),
illegal (4,545 transactions or 2%), and unknown (157,205 transactions or 77%).

Legal nodes tend to be spread out linearly with few cross-connections, reflecting normal
and transparent transaction behaviour. In contrast, illegal nodes form a denser, interconnected
network pattern, often showing branches and circles between transactions. This indicates a layering
strategy—a technique commonly used in money laundering schemes where funds are disguised
through a series of complex transactions to make them difficult to trace. Each node in the dataset
has up to 166 features covering local characteristics (such as BTC volume, transaction fees, and time)
and aggregate features (the amount of BTC received and spent within a certain time period). The
dataset is also processed based on 49 time steps, each reflecting a block of transactions within a 3-
hour period, to form a simulation of real transaction flows. This complex and unbalanced network
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architecture poses a major challenge for machine learning algorithms while also making a
significant contribution to the development of blockchain-based anti-money laundering (AML)

systems.
Node
llegal B Node
Ilegal C
Node
Tlegal A Node
llegal E

Node Node Node Node
Legal 1 Legal 2 Legal 3 llegal F Node
llegal G

Figure 2. Conceptual Visualisation of Legal and Illegal Bitcoin Transaction Nodes in a Network
Graph

Blue nodes represent legal transactions, while red nodes represent illegal transactions. Gray
lines represent Bitcoin flows. Illegal nodes tend to form denser and more interconnected clusters,
often with branching and looping paths, indicating layering efforts. Legal nodes tend to have more
direct and isolated connections. The conceptual visualization of the Bitcoin transaction network
above illustrates the complex data structure and striking differences between legal and illegal
transactions. In this graph, nodes represent Bitcoin transactions, and edges indicate the movement
of Bitcoin between transactions (Khare and Srivastava, 2023). From this visualization, it can be
observed that illegal transactions (marked in red in the conceptual representation) often form
denser clusters and more complex and interconnected paths than legal transactions (blue). This
pattern clearly indicates attempts to layer or obscure funds, whereby criminals break up and move
funds through multiple transactions to hide their origin (John, 2025).

Analysis of transaction volume distribution and asset types involved also reveals early
anomalies and high-risk clusters. For example, illegal transactions may exhibit unusually high or
low volumes, or unusual transfer patterns between unrelated addresses that deviate from normal
behavior (Larik and Haider, 2011). Further temporal analysis reveals that illegal activity tends to
spike at certain times or follow different cyclical patterns than legal transactions, providing
additional insights for proactive detection.

The Performance of Machine Learning Models in Money Laundering Detection

One of the main challenges in developing data-driven money laundering detection systems
is the extreme class imbalance in the dataset. Like many real-world financial crime datasets, the
Elliptic Dataset also exhibits this characteristic, with only about 2% or 4,545 transactions classified
as illegal out of a total of 46,564 transactions. Other studies have even noted over 223,000 labeled
money laundering cases out of 180 million transactions, further emphasizing how minor illegal
transactions are compared to legal transactions in this domain. This imbalance naturally tends to
bias machine learning models toward the majority class, i.e., legal transactions. This could result in
high overall accuracy but low recall performance for the illegal class, which is the primary focus in
the context of anti-money laundering (AML).

In AML, classification errors in the form of false negatives—i.e., the failure to detect actual
illegal transactions—have far more serious consequences than false positives, as they can allow
criminals to escape detection. Therefore, strategies for handling imbalanced datasets are crucial,
such as applying oversampling methods (e.g., SMOTE) to strengthen the representation of minority
classes, utilizing advanced graph architectures like GNN, and enhancing effectiveness through node
embedding techniques. These strategies not only help improve the model's sensitivity to suspicious
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patterns but also optimize precision and recall, which are the primary evaluation metrics in an

effective AML detection system.

Table 2. Comparison of AML Detection Algorithms

Main Accuracy  Precision  Recall F1- Excellence in
Algorithm Architecture/ Dataset (%) (%) (%) Score AML
Approach (%)
MLP Neural Network Elliptic 98.0 97.3 99.5 98.4 Complex
(Fully Connected Dataset feature
Layer) representation,
high
performance on
structured data.
GCN Graph Convolution  Elliptic 97.3 97.5 99.4 98.4 Ideal for graph
(Neighbourhood Dataset data
Aggregation) (transaction
networks),
capturing
relational
dependencies.
XG Boost Gradient Boosting ~ VTAC, 97.5 97.6 97.4 97.5 Fast, efficient,
(Ensemble Elliptic (VTAC) (VTAC) (VTAC) (VTAC) scalable, strong
Learning) regulation, high
performance.
Random Ensemble Learning  VTAC 95.75 96.00 95.50 95.75 Handling high
Forest (Decision Trees) dimensional
data, important
feature insights,
adaptive.
ADA Boost  Ensemble Learning  VTAC 96.00 96.20 95.80 96.00 Improving
(Adaptive predictive
Boosting) power on
misclassified
examples.
C4.5 Decision Tree Bitcoin >97 N/A N/A N/A Identify
Mixers (specific) important
features, high
accuracy in
certain cases.
KNN K-Nearest Elliptic 92.0 97.0 97.0 97.0 Simple,
Neighbours Dataset effective for
classification.

The implementation of the machine learning model on the test dataset showed very strong
performance in detecting money laundering, effectively overcoming significant class imbalance in
the data (only about 2% of transactions were illegal). The Multi-Layer Perceptron (MLP) model
achieved an accuracy of 98%, precision of 97.3%, recall of 99.5%, and an F1-Score of 98.4% on the
Elliptic dataset. Meanwhile, Graph Convolutional Networks (GCN) achieved an accuracy of 97.3%,
precision of 97.5%, recall of 99.4%, and an F1-Score of 98.4% on the same dataset. The XG Boost
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model, used in the VTAC approach, achieved an accuracy of 97.5%, with precision, recall, and F1-
score consistently exceeding 95% (Doddamani et al., 2024; Venckauskas et al., 2025).

102
100

98
9
9
9
9 i |
88
MLP GCN KNN

XGBoost C4.5

o N B O

B Accuracy M Precision Recall ®F1 Score

Figure 3. Performance Comparison of AML Detection Models

Comparison with basic methods or traditional rule-based systems shows a significant
quantitative improvement. For example, the MLP and GCN models outperform other modern ML
models such as C4.5 and KNN, which only achieve an accuracy of 92%.9 This shows that the proposed
framework, by utilizing advanced machine learning algorithms, is able to achieve higher detection
accuracy and effectively reduce false positives. The high recall values (99.5% for MLP and 99.4% for
GCN) are particularly important in the AML context, as this means the models are highly effective
in identifying the majority of actual money laundering transactions, thereby minimizing false
negatives that could lead to significant financial and reputational losses (Al-Ababneh et al., 2024).
Model robustness analysis also shows that imbalance mitigation strategies (such as oversampling
or enhanced node embedding techniques) successfully optimize precision and recall, ensuring that
the model is not biased towards the majority class and is able to detect rare but crucial illegal
transactions (Cui et al., 2023).

Identification of Suspicious Patterns and Networks

Visualization and analysis of detected money laundering patterns, especially those
identified by graph-based models (GCN, Self-Attention GNNs), confirm the framework's ability to
uncover complex relationships that are difficult to detect using traditional methods. This model
successfully identifies “peel chains,” which are patterns of funds being gradually dispersed across
multiple addresses to obscure their origin, as well as fund flows through mixers or suspicious
addresses designed to hide transaction traces (Yu et al., 2025).

The effectiveness of the self-attention mechanism in GNN is remarkable. This mechanism
allows the model to dynamically adjust feature aggregation, focusing on the most relevant nodes
and edges in the transaction network, even in very dense and complex networks (Li et al., 2021). For
example, the model can identify a series of small transactions that individually appear innocuous
but collectively form a clear layering pattern when analyzed in the context of a broader network.
This enables the detection of more subtle behavioral anomalies than simply transaction volume
thresholds, providing deeper insights into money laundering modes in DeFi.

Case Study on the Application of Framework

As the adoption of decentralized finance (DeFi) increases, new forms of financial crime such
as flash loan attacks and rug pulls are becoming increasingly complex and difficult to trace
manually. One cutting-edge approach to addressing this challenge is to leverage graph-based
models, which have proven effective in mapping complex crypto transactions and identifying
hidden money laundering patterns. In a recent case study, a graph-based framework successfully
detected money laundering activities involving flash loan attacks, where funds are transferred
extremely quickly within a single transaction block, often accompanied by price manipulation
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through oracles. Models like DELATOR and GAMINet demonstrate superior capabilities in
identifying key nodes and mapping illegal fund flows within the blockchain network (Assumpcao
et al., 2022; Schmidt et al., 2024).

Additionally, in cases of rug pulls, where fake token developers withdraw liquidity and
transfer funds to unrelated addresses, a graph-based investigation framework can visualize
transactions and highlight suspicious patterns. Even seemingly simple money laundering
techniques can be uncovered through smart contract analysis and fund flow visualization using
open-source tools (Trozze et al., 2023).

Frameworks such as GCPAL and FlowScope also confirm that graphical representations of
transactions can reduce reliance on manual labeling and improve the accuracy of detecting
suspicious activity even in pseudonymous environments such as DeFi (Li et al., 2020; Lu & Wang,
2024). Thus, this framework not only offers powerful visualization and tracking capabilities, but also
provides actionable digital evidence for law enforcement, contributing to the de-anonymization
process in decentralized financial systems. Demonstrating the framework's ability to provide
actionable insights for investigators, potentially leading to de-anonymization or identification of
responsible parties, is also part of the outcome, highlighting its practical value in financial crime
investigations (Udeh et al., 2024).

DISCUSSION

Interpretation of Findings: The Effectiveness of Big Data Analytics in Addressing DeFi AML
Challenges

Empirical findings strongly confirm the hypothesis that big data analytics and advanced
machine learning can effectively address the challenges posed by pseudonymity, borderless nature,
and lack of centralized control in DeFi. The high performance of models such as MLP and GCN on
the Elliptic Dataset, with exceptional accuracy and recall, demonstrates their ability to identify
illegal transactions even in the face of significant class imbalance. Graph-based approaches (GNNs)
specifically address the limitations of traditional models by capturing the complex relational
dependencies inherent in money laundering networks, which are crucial for detecting the
sophisticated layering patterns observed in data visualizations.

The success of big data analytics and machine learning in detecting money laundering in
DefFi directly supports the concept of on-chain compliance and embedded regulation. Rather than
relying on external and centralized enforcement, this framework demonstrates how compliance can
be built directly into the design and monitoring of DeFi protocols. This implies a future where
regulatory oversight is not an external burden but an inherent function of the decentralized system
itself. This shift could revolutionize AML, making it more efficient and scalable in the face of rapidly
evolving financial technology, potentially decentralizing both finance and its regulation.

Theoretical and Practical Implications of the Proposed Framework

Theoretically, this research makes a significant contribution to academic understanding of
financial crime detection in decentralized environments, extending the application of big data and
graph theory to new financial systems. It provides a blueprint for future research in RegTech and
FinTech, paving the way for the development of more sophisticated and adaptive predictive models.
The model's ability to identify complex patterns in pseudonymous blockchain data demonstrates
the potential to develop new theories about financial crime behavior in decentralized ecosystems,
transcending traditional intermediary-centric understandings.

The practical takeaway from this research is that it offers a real-world framework for
regulators, law enforcement, and DeFi platforms to improve their AML capabilities. The results,
which show high accuracy and the ability to identify suspicious networks in real time, are critical
for the dynamic DeFi landscape. This framework can inform the design of future DeFi protocols to
incorporate compliance from the outset, for example by integrating Al-based AML detection
modules directly into smart contracts or protocol interfaces. It can also assist traditional financial
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institutions in expanding their AML reach to digital assets and DeFi platforms, reducing cross-chain
financial crime risks and enhancing investor confidence in the DeFi ecosystem as a whole.

Comparison with Existing AML Approaches

The proposed big data analytics framework offers significant advantages over traditional
rule-based AML systems, which are often limited by predefined rules and difficulties with the
volume and complexity of DeFi data. The accuracy and adaptability of machine learning models in
identifying evolving illegal patterns are far superior to manual methods. This framework also
addresses regulatory blind spots and jurisdictional inconsistencies faced by traditional jurisdiction-
bound approaches (Aidoo et al., 2025). While traditional approaches may flag transactions based on
simple thresholds, ML-based models can identify more subtle anomalies and complex network
patterns indicative of money laundering, even when criminals attempt to obscure their tracks
through various protocols or mixers. The ability to visualize and analyze transaction networks
holistically, as shown in the results, is a key advantage that simple rule-based systems cannot offer,
as they often fail to capture the interconnected nature of financial crime.

Limitations of Study and Future Research Directions

Data Limitations: This study acknowledges its reliance on publicly available datasets (e.g.,
Elliptic) that may not fully represent the entire DeFi ecosystem or all blockchain networks. While
the Elliptic Dataset is the most comprehensive, it focuses on Bitcoin and may not fully capture the
nuances of transactions on other blockchains or newer DeFi protocols, such as those involving
stablecoins or synthetic assets. Future research could explore integrating data from more DeFi
protocols and chains to improve model generalization, as well as consider larger and more diverse
datasets that reflect the entire DeFi landscape.

Privacy vs. Transparency: The ongoing challenge of balancing blockchain transparency with
data privacy requirements (e.g.,, GDPR right to be forgotten) needs to be thoroughly discussed.
Future work may focus on further developing and integrating privacy-enhancing technologies such
as Zero-Knowledge Proofs (ZKP) and homomorphic encryption into the framework, enabling
compliance verification without revealing underlying sensitive data. This will be key to achieving a
balance between effective regulatory oversight and the protection of users' privacy rights, which
are fundamental pillars of the decentralization philosophy.

Scalability: The technical limitations of current DLT solutions and the need for advances in
sharding or Layer-2 protocols to handle large-scale real-time DeFi transactions need to be
addressed. Although the model shows good performance on existing datasets, full-scale
implementation in the highly dynamic DeFi environment requires more advanced and efficient
computing infrastructure to ensure real-time monitoring without significant bottlenecks or delays.
Further research on algorithm optimization for streaming data processing is also needed.

The Evolving Threat Landscape: The typology of money laundering in DeFi continues to
evolve rapidly as criminals find new ways to exploit technological innovations. Future research
should focus on developing adaptive models that can learn and adjust to new illegal patterns
autonomously, perhaps through continual learning or reinforcement learning, to remain relevant to
the ever-changing tactics of criminals. This also includes research on how models can identify and
adapt to criminals' use of new privacy technologies for illegal purposes.

Human Oversight and Ethical Considerations: Despite automation, the need for human
judgment in interpreting complex legal regulations and the ethical implications of data collection
and extensive surveillance in decentralized environments remains crucial. Future work could
explore human-in-the-loop systems for AML, where Al serves as a powerful decision-support tool,
but final decisions and legal interpretations remain in the hands of human experts. Additionally,
further research is needed to address potential biases in the datasets used to train models, which
could lead to unintended discrimination or unfair false positives, ensuring the fair and ethical
implementation of this framework.
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This section on limitations highlights the need for parallel development within legal and
ethical frameworks. The conflict between the immutable nature of blockchain and the right to be
forgotten is a prime example where technological capabilities outpace legal norms. Similarly, the
effectiveness of machine learning models depends on data, but data collection in decentralized and
pseudonymous environments raises significant ethical questions about privacy and potential
misuse. Therefore, future research and implementation of such frameworks must be
interdisciplinary, involving not only data scientists and financial experts but also legal scholars and
ethicists to ensure that technological solutions are applied responsibly and in alignment with
societal values and fundamental rights.

CONCLUSION

This research has comprehensively demonstrated the effectiveness of big data analytics,
particularly graph-based machine learning models, in identifying complex money laundering
patterns within the DeFi ecosystem. The proposed framework effectively addresses the inherent
challenges of decentralization, pseudonymity, and the borderless nature of DeFi transactions. The
theoretical contributions of this research are significant to the field of financial crime detection in
emerging financial technology, and practically, it offers a robust, data-driven framework that can be
adopted by regulators, financial institutions, and DeFi platforms to enhance AML compliance and
reduce the risk of illegal financial activities. For the future, it is recommended to enhance
international coordination and harmonization of DeFi regulations to prevent regulatory arbitrage,
as well as explore embedded regulation and on-chain compliance as viable regulatory paradigms.
Technically, sustained investment in advanced big data infrastructure and machine learning
research, particularly in graph neural networks and privacy-preserving technologies, is strongly
advised. Collaboration between compliance innovators, developers, and regulators should be
encouraged to build a safer and more compliant DeFi system.
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